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Abstract 
This study analyzes the legal tension between data extraction authority within digital tax oversight in Indonesia and 
taxpayers' rights to trade secret protection. The implementation of the Core Tax Administration System (Coretax) 
and the Artificial Intelligence Compliance System (AICEco) proses risks of disclosing technological data and 
internal corporate financial information due to the absence of comprehensive technical regulations. Employing a 
normative legal research method coupled with a comparative approach, this study examines the tax and cyber legal 
frameworks in the United States, Germany, and Australia. The findings indicate that regulations in Indonesia lack 
integration regarding digital evidence management compared to the United States, which implements protective 
orders, and Germany, which aligns fiscal audits with the boundaries of the General Data Protection Regulation 
(GDPR). This study recommends the reformulation of national tax policy, encompassing the institutionalization of 
the Tax Control Framework (TCF), the adoption of protective order provisions within tax court procedural law, 
encryption standardization in third-party partnership system sandboxing, and the optimization of the dominus litis 
principle by the Public Prosecution Service to guarantee legal certainty and the protection of taxpayers' intellectual 
property rights. 
 
Keywords: Taxation; Cyber; Secrecy; Comparative. 
 
INTRODUCTION  

The global economic and trade order is undergoing structural transformation as a result of the penetration of 
digitalization. Conventional business models that historically relied on a physical presence (brick-and-mortar) are 
being gradually replaced by cross-jurisdictional digital business models operating through e-commerce platforms, 
cloud computing services, and artificial intelligence algorithms. This transitional phenomenon, as defined by 
multilateral institutions such as the Asian Development Bank and the International Monetary Fund, shifts the 
parameters of value creation from labor-intensive and capital-intensive sectors toward knowledge-intensive sectors 
driven by intangible assets (Mullins, 2022). These economic dynamics in turn present a dual challenge to the legal 
and fiscal sovereignty of nations, including the Republic of Indonesia. 

On one hand, state instruments are required to prevent base erosion and profit shifting (BEPS). This cross-
border tax avoidance practice is facilitated by the highly mobile nature of intangible assets, enabling multinational 
enterprises (MNEs) to shift their profit base to low-tax jurisdictions (tax havens) without relocating their real 
economic activities (EY, 2015). The fundamental difficulty experienced by tax authorities worldwide stems from 
the absence of traditional parameters, such as a permanent establishment as required under classical double taxation 
treaties (EY, 2015). On the other hand, the national legal regime is also faced with the need to continuously adapt to 
attract and protect investments in the information technology sector. A conducive investment climate in the era of a 
knowledge-based economy requires certainty in the protection of intellectual property rights (IPR), particularly trade 
secrets, which are recognized as fundamental assets driving innovation in technology companies (Hudson, 2024). 

The Government of the Republic of Indonesia has responded to these digital economic dynamics through a 
series of regulatory reforms. Specifically, the enactment of Presidential Regulation No. 68 of 2025 on the Tax 
Collection System for Foreign Digital Transactions (PR 68/2025) marks a strategic state intervention to accelerate 
and secure Value Added Tax (VAT) revenue from foreign digital service providers (Assegaf Hamzah & Partners, 
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n.d.). This regulation mandates the establishment of a centralized technological instrument designated as the Foreign 
Digital Transaction Tax Collection System (SPP-TDLN). The operation of this system is delegated to PT Jalin 
Pembayaran Nusantara, an assigned entity tasked with automating the monitoring, data collection, and tax collection 
processes for every cross-border transaction in real time (Pajakku, n.d.-a). Additionally, tax administration within 
the Directorate General of Taxes (DGT) is undergoing comprehensive modernization through the implementation of 
the Core Tax Administration System (Coretax) and the launch of the Artificial Intelligence Compliance Ecosystem 
(AICEco) (Aguspajak, n.d.). This transformation promotes a data-driven audit approach to precisely trace taxpayers' 
digital footprints. 

Although these tax base broadening initiatives are crucial for the sustainability of the State Revenue and 
Expenditure Budget (APBN), the penetration of technology within tax oversight and audit processes simultaneously 
generates fundamental legal friction. An intersection occurs when the extractive authority of tax officials conflicts 
with data protection and intellectual property laws. Effective digital tax oversight, particularly in detecting the arm's 
length nature of affiliated transactions or transfer pricing, necessitates the authority's access to high-resolution 
transaction data, consumer behavior footprints, price formulation structures, database architectures, and an in-depth 
review of source code levels and pricing algorithms owned by taxpayers (Fiskusmagnews, n.d.). The arising legal 
issue is that pursuant to Law No. 30 of 2000 on Trade Secrets (Trade Secret Law), such a collection of information 
is legally classified and exclusively protected as intellectual property because it possesses high economic value and 
is consistently maintained in secrecy by its owner through appropriate measures (Tomo, 2020). Tax audit processes 
that employ administrative coercion to compel the submission of such sensitive data, if not accompanied by multi-
layered cybersecurity protocols and legal guarantees of confidentiality equivalent to a court-issued protective order, 
risk triggering large-scale trade secret leaks (Kilpatrick, 2026). 

Failure to reconcile and manage this asymmetry of legal interests not only potentially leads to prolonged 
administrative disputes and judicial litigation, but essentially risks creating a global perception that Indonesia's 
investment climate is hostile to technological innovation. A phenomenon wherein the state forcefully extracts 
intellectual property information without adequate protection can be construed as a form of regulatory expropriation 
or indirect seizure of intellectual assets (Fiskusmagnews, n.d.). Therefore, a thorough analysis of this legal 
intersection is essential. This study comprehensively delineates the crucial dimensions concerning the urgency of 
reformulating tax and cyber law in Indonesia. The primary focus of this analysis is to design a legal construct for 
digital transaction oversight mechanisms that not only operate effectively to secure state revenue for fiscal justice, 
but simultaneously provide protection and legal certainty for taxpayers' intellectual property rights and trade secrets 
amidst the era of cloud computing and artificial intelligence. 
 
METHOD  

This study employs a normative legal research method to analyze regulatory lacunae and legal disparities 
within digital transaction oversight and the protection of taxpayers' trade secrets. The approaches utilized include a 
statutory approach and a comparative approach. The statutory approach reviews tax regulations, cyber law, and trade 
secret legislation in Indonesia, while the comparative approach evaluates the legal frameworks and judicial practices 
of the United States, Germany, and Australia to identify a legal governance model applicable nationally. 

The legal materials utilized in this study consist of primary and secondary legal materials. Primary legal 
materials encompass Law No. 30 of 2000 on Trade Secrets, the Electronic Information and Transactions Law, the 
Personal Data Protection Law, and related tax regulations. Secondary legal materials are sourced from scholarly 
literature, accredited national and international law journals, and global tax policy reports. These legal materials were 
gathered through library research and subsequently analyzed using a qualitative-normative method combined with 
deductive reasoning to formulate prescriptive conclusions regarding the reformulation of digital fiscal policy in 
Indonesia. 

 
  
RESULTS AND DISCUSSION  
A. Legal Framework of Digital Tax Oversight, Cybersecurity, and Trade Secret Protection in Indonesia 

The legal regulation of the digital economy in Indonesia is based on various regulations governing the 
validity of transactions and the balance of rights and obligations between parties. Law No. 1 of 2024 on the Second 
Amendment to the Electronic Information and Transactions Law (EIT Law) provides legal certainty for obligations 
within cyberspace, including the validity of electronic contracts (e-contracts), the obligation to maintain personal 
data confidentiality, and the admissibility of electronic evidence in judicial proceedings (Kusuma & Partners Law 
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Firm, 2025). Additionally, trading activities through electronic systems are specifically regulated under Government 
Regulation No. 80 of 2019 on Trading Through Electronic Systems (GR PMSE). Implementing provisions of this 
regulation require all electronic commerce (e-commerce) entities, whether domestic or foreign operating within 
Indonesian jurisdiction, to register their business licenses through the Business License for Trading Through 
Electronic Systems (SIUPMSE) mechanism (Kusuma & Partners Law Firm, 2025). 

Apart from business licensing and consumer protection aspects, these regulations encompass legal liability 
burdens concerning intellectual property rights infringements. Pursuant to Article 10 of Law No. 28 of 2014 on 
Copyright, e-marketplace platform providers bear attributable legal liability to prevent, block, and prohibit the sale 
or reproduction of copyright-infringing goods within their managed platforms (Putri Aldina, 2023). These 
regulations serve to foster digital economic growth through facilitative legal instruments, while simultaneously 
providing preventive and repressive intellectual property rights protection against cybercrimes, such as data theft or 
trademark counterfeiting (Kusuma & Partners Law Firm, 2025). 

Within the development of cyber tax law, Presidential Regulation No. 68 of 2025 regulates the Value Added 
Tax (VAT) collection system for Foreign Digital Transactions (TDLN) entities (Hakim et al., 2025). In accordance 
with international consensus guidelines, this regulation categorizes TDLN as the utilization or exchange of intangible 
goods, services, or algorithmic information transacted cross-jurisdictionally using computer networks or other 
electronic media (Assegaf Hamzah & Partners, n.d.). Under this policy, tax jurisdiction is no longer grounded in the 
physical presence doctrine, but has shifted to the destination doctrine, namely the location of final consumption of 
the digital goods or services (Baker McKenzie, 2025). 

The Tax Collection System for Foreign Digital Transactions (SPP-TDLN) is operated by a specially assigned 
business entity, namely PT Jalin Pembayaran Nusantara (PT PSI, 2025). The appointment of a third party outside 
the institutional structure of the tax authority as an aggregator aims to integrate real-time collection into the national 
payment system infrastructure and avoid duplicative hardware investment (Assegaf Hamzah & Partners, n.d.). 
Delegating the management authority of large-scale commercial transaction data to such a third party necessitates 
applying the principle of strict liability within its governance system. 

To guarantee this accountability, the technology partner is required to pass a sandboxing process 
encompassing testing for functionality, workload scalability capabilities, network architecture performance, 
cybersecurity compliance, Governance, Risk, and Compliance (GRC), conformity with the Personal Data Protection 
Law (PDP Law), system evaluation within a simulated isolated computing environment, and the standardization of 
operational procedures for logging, anomaly monitoring, and data analytics reporting (PT PSI, 2025). 
Administratively, the partner must be free from any record of sanctions or inclusion on blacklists within global 
jurisdictions, such as the Office of Foreign Assets Control (OFAC) or the Securities and Exchange Commission 
(SEC), and must have no conflict of interest with ministry officials (PT PSI, 2025). This entire appointment process 
is periodically evaluated by an inter-ministerial coordination team established pursuant to a Presidential Decree 
(Pajakku, n.d.). 

Concurrent with the management of the SPP-TDLN focusing on VAT, the Directorate General of Taxes 
(DGT) integrates the Coretax system and the Artificial Intelligence Compliance Ecosystem (AICEco) to support 
compliance with Income Tax (PPh) and other tax categories (Aguspajak, n.d.). The Coretax system serves as a single 
source of truth that consolidates financial transaction data from institutions, agencies, associations, and third 
parties—such as banking, customs, insurance, and digital platforms—to construct centralized taxpayer compliance 
profiles (Aguspajak, n.d.). Meanwhile, AICEco functions as an analytical system to detect behavioral anomalies 
through the application of artificial intelligence algorithms, including identifying indications of the abuse of transfer 
pricing within cross-border affiliated transaction flows (Fiskusmagnews, n.d.). 

The use of predictive algorithms and data mining in tax audits, termed the AI-Driven Tax Audit Model 
(ATAM), can reduce the subjectivity of tax auditors and improve the efficiency of state revenue collection 
(Valderrama, 2021). However, within the framework of a constitutional state (rechtsstaat), public law must establish 
legal boundaries regarding the extent to which the algorithmic authority of tax organs is permitted to access a 
taxpayer's internal systems. Cybersecurity law and the EIT Law No. 1 of 2024 fundamentally focus on the 
admissibility of digital evidence and the limits of legal liability within computer networks (Kusuma & Partners Law 
Firm, 2025). If tax audit algorithmic processes are executed without clear regulatory limitations, the potential over-
collection of data—which may penetrate servers containing confidential corporate information—risks raising issues 
within cyber law and constitutional law (Awaisheh et al., 2025). 
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In principle, the Personal Data Protection Law (PDP Law) focuses on protecting the fundamental rights of 
individual data subjects (Pajakku, n.d.). However, in the context of large-scale digital businesses, collections of 
information regarding consumer preferences, search history, demographic tracks, and transaction behavior databases 
are frequently aggregated and compiled by corporations, thereby satisfying the legal classification of a trade secret. 
International and national legal instruments uniformly recognize that compilations of business information 
possessing economic value constitute an integral part of corporate intellectual property rights (Oroh et al., 2024). 
Alongside the increasing trend of automatic exchange of tax information across nations, such as through the 
Automatic Exchange of Information (AEOI) agreement, the implementation of the Common Reporting Standard 
(CRS), and mandatory Country-by-Country Reporting (CbCR), the operational financial information of 
multinational corporations has become more exposed (Nurbekova et al., 2026). This condition creates a digital 
vulnerability where legal tax compliance obligations intersect with the legal right to corporate asset protection. 
Large-scale transaction data (big data) risks hacking, leakage, or exfiltration when accessed by institutions with 
inadequate encryption systems, as well as within data management partnership schemes with external service 
providers (Fontanela et al., 2026). 

This escalation of digital tax oversight generates a direct conflict of interest with the aspect of trade secret 
protection. Pursuant to Article 1 Paragraph 1 of Law No. 30 of 2000 on Trade Secrets, the normative definition of a 
trade secret is information unknown to the public in the fields of technology and/or business, possessing economic 
value because it is useful in business activities, and maintained in secrecy by its owner (Tomo, 2020). The statutory 
scope of protection covers production methods, processing methods, sales methods, database architectures, artificial 
intelligence algorithm designs (machine learning models), and the source code of commercial software (Law of the 
Republic of Indonesia No. 30 of 2000, 2000). The distinguishing characteristic of trade secrets compared to other 
intellectual property rights (IPR) regimes, such as copyright or patents, is the absence of a public registration element. 
While a patent requires an inventor to disclose the invention to the public to obtain a time-limited monopoly, the 
economic value of a trade secret relies on the principle of confidentiality (Fau & Verawaty, 2024). Article 3 of the 
Trade Secret Law emphasizes that information is deemed maintained in secrecy if the owner has taken appropriate 
and reasonable administrative and technical measures, such as implementing mandatory Non-Disclosure Agreements 
(NDAs) for employees, and adopting encryption protocols to restrict technological access by external parties 
(Iskandar, 2009). 

Based on a Property Theory perspective on IPR, forced disclosure of confidential elements by state organs 
can result in the loss of competitive advantage. This situation risks causing irreparable harm, as information once 
exposed to the public cannot have its confidential status restored (Fontanela et al., 2026). The Trade Secret Law 
classifies the infringement of this exclusive right as a criminal offense. Pursuant to Article 17 of Law No. 30 of 2000, 
any person who intentionally and unlawfully uses or discloses the trade secret of another party for commercial 
purposes is subject to a criminal penalty of imprisonment for a maximum of two years and/or a maximum fine of 
Rp300,000,000.00 (Tomo, 2020). 

Within cross-border tax administrative law, an enforcement focus is directed at addressing transfer pricing 
manipulation. Transfer pricing is a pricing mechanism for transactions involving the transfer of intangible goods, 
services, or financial instruments between multinational enterprise entities that share a special relationship. The abuse 
of this mechanism aims to achieve operational profit shifting toward low-tax jurisdictions (tax havens) (Irawan & 
Ulinnuha, 2022). Instruments utilized in these aggressive transfer pricing schemes include manipulating the value 
transfer of intangible assets, such as trademark licenses, copyright utilization, and trade secrets through royalty 
payment instruments (Irawan & Ulinnuha, 2022). To ensure that pricing schemes comply with the Arm's Length 
Principle (ALP), the DGT regulates documentation obligations through Minister of Finance Regulation No. 172 of 
2023 (PMK 172/2023). This transfer pricing documentation reporting obligation requires taxpayers with gross 
turnover exceeding a specific threshold to prepare a Master File, a Local File, and a Country-by-Country Report 
(CbCR) (Fiskusmagnews, n.d.). 

To conduct substantive reviews, the DGT adopts the global standard of the DEMPE (Development, 
Enhancement, Maintenance, Protection, and Exploitation) framework based on OECD guidelines (Fiskusmagnews, 
n.d.). This analytical framework is utilized by the tax authority to analyze the operational economic substance 
underlying the formal ownership of an IPR asset. In verifying claims regarding which affiliated entity funds and 
executes the development or enhancement process of software service algorithms (Software as a Service/SaaS) or 
digital business models, tax auditors may issue an administrative document request. This instrument requires 
taxpayers to grant access to algorithmic metrics and database management procedures, or to submit source code 
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blueprints for evaluation (Fiskusmagnews, n.d.). The relationship between the dimensions of the DEMPE framework 
and the risk impacts on trade secret assets is contained in Table 1. 

 
Table 1: Correlation of DEMPE Framework Dimensions and Vulnerability Impacts on Trade Secret Assets. 
DEMPE Analytical 
Approach Dimension 

Relevance to Tax Audit Requirements 
(Audit Objective) 

Risks to Intellectual Property Rights 
(Trade Secret Specific) 

Development Investigating the factual location and 
technical capabilities of the research 
team designing the algorithm. 

Disclosure of source code development 
methodology, beta-version architecture, and 
early-stage proprietary know-how. 

Enhancement Analyzing update cost logs and 
efficiency optimization of computing 
programs or artificial intelligence. 

Exposing the update logic and machine 
learning architectural framework. 

Maintenance Auditing the arm's length nature of 
transfer pricing for server maintenance 
and system patching allocations. 

Exposure of internal network topology data 
and server vulnerabilities that could affect 
cybersecurity posture. 

Protection Verifying patent payments, NDA 
contracts, and IPR litigation costs 
proportionally. 

Submission of unredacted client lists or 
exclusive third-party licensing contracts that 
include pricing confidentiality. 

Exploitation Assessing the entity deriving dominant 
economic benefits and the arm's length 
nature of pricing methods. 

Disclosure of internal documents regarding 
profit margin projections and dynamic 
pricing algorithmic models. 

Source: Compiled by the author (2026) based on the OECD Transfer Pricing Guidelines and Fiskusmagnews (n.d.). 
This administrative document request is based under positive law on Article 29 of the Law on General 

Provisions and Tax Procedures (KUP Law), which authorizes tax auditors to inspect or borrow books, records, and 
documents during an audit (Aguspajak, 2022). However, tax auditors are not parties bound by commercial 
confidentiality contracts. These audit instruments can escalate to the authority of a Tax Criminal Investigation 
provided there is sufficient preliminary evidence. Pursuant to Minister of Finance Regulation No. 17 of 2025 (PMK 
17/2025), investigators are authorized to seize hardware and access a taxpayer's server systems to gather evidence 
(Organisation for Economic Co-operation and Development, 2011). These seized digital assets carry security risks 
in the form of potential external cyber breaches during their retention in evidence storage, or risks of management 
negligence that could expose information to competitors (Fontanela et al., 2026). 

Within the constitutional legal framework of taxation in Indonesia, the protection of taxpayers' sensitive 
information is governed by the instrument of Official Secrecy (Rahasia Jabatan) enshrined in Article 34 of the KUP 
Law (Maier, 2026). This provision requires every tax official, appointed external expert, or supporting agency to 
maintain the confidentiality of all matters known or disclosed by the taxpayer in the performance of their official 
duties (Maier, 2026). Nonetheless, the effectiveness of Article 34 of the KUP Law as an instrument to protect trade 
secrets for technology companies and multinational entities faces several structural weaknesses in the digital era. 

The first weakness pertains to the lack of specificity in handling high-technology digital assets. The 
confidentiality provisions in Article 34 of the KUP Law were historically designed to anticipate physical documents, 
such as conventional financial statements or client identity lists. This regulation has not specifically governed the 
protection of encrypted server log data or the governance of handling autonomous computing algorithms (agentic AI 
algorithms) (Awaisheh et al., 2025). The absence of tax standard operating procedures (SOPs) restricting database 
copying, prohibiting reverse engineering, or banning algorithmic analysis outside corporate facilities generates risks 
to the protection of intellectual property rights (Law of the Republic of Indonesia No. 30 of 2000, 2000). 

The second weakness is the expansion of inter-agency data transmission without being balanced by adequate 
data redaction mechanisms. Fulfilling tax administration currently expands the Exchange of Information, both on a 
domestic scale with other ministries or agencies—such as within the Coretax system integration and the delegation 
of authority in the SPP-TDLN sandboxing—and at the global level (Assegaf Hamzah & Partners, n.d.). Increasing 
data interconnection without strict trade secret redaction protocols expands digital vulnerabilities involving 
unauthorized access or duplication of data (Fontanela et al., 2026). 

The third weakness is the absence of regulations concerning certified destruction obligations. Within national 
tax audit execution guidelines, a clause mandating the certified destruction of a taxpayer's electronic documents after 
the audit finishes or the legal case closes has not been regulated. Conversely, several foreign jurisdictions mandate 
the permanent deletion of post-audit database copies to prevent the future misuse of residual data (Royka & Zuziak, 
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2025). 
 
B. Comparative Study of Trade Secret Disclosure Dispute Resolution in the United States, Germany, and 

Australia 
As a foundation of comparative law for formulating national legal reform, comparative data indicate that 

Indonesia and Germany face challenges characterized by fragmented legal frameworks, whereas the United States 
and Australia feature more integrated legal safeguards against the potential misuse of trade secrets (Disemadi et al., 
2025). In the United States, legal instruments such as the Uniform Trade Secrets Act (UTSA) and the Defend Trade 
Secrets Act (DTSA) provide robust legal certainty against trade secret misappropriation within cyberspace (Risch, 
2012). When disputes arise concerning the disclosure of commercial data, as observed in cases such as United States 
v. BMC Software, Inc. and United States v. Caltex Petroleum Corp., the United States federal judicial system applies 
due process principles by imposing jurisdictional restrictions on trial documents (United States v. Cox, 1999). 

To balance the need for tax evidence extraction with taxpayers' privacy rights, the US Tax Court issues 
protective orders pursuant to Rule 103 of the Tax Court Rules, which align with Rule 26 of the Federal Rules of 
Civil Procedure (FRCP) (Internal Revenue Service, 2026). This mechanism grants discretion to tax judges to seal 
pre-trial records, restrict third-party access, and order the destruction or return of technical documents post-trial 
(Internal Revenue Service, 2026). Additionally, within the developing digital era, the United States federal judiciary 
implements prohibitions on using public generative artificial intelligence platforms to process confidential taxpayer 
data, thereby mitigating the risk of data ingestion into external databases (Kilpatrick, 2026). 

Conversely, Germany adopts an enforcement approach focused on tax criminal law under the Trade Secret 
Protection Act (Geschäftsgeheimnisgesetz/GeschGehG) and the European Union Trade Secrets Directive (Schröder 
& Widera, 2021). Unlike the United States, which prioritizes aggressive litigation instruments such as ex parte 
seizures, Germany emphasizes a consensus-based approach, out-of-court mediation, and horizontal monitoring 
bounded by strict compliance with the General Data Protection Regulation (GDPR) (Chwalek et al., 2025). German 
fiscal courts (Finanzgerichte) integrate public interest protection with risk-based confidentiality safeguards to ensure 
that electronic evidence collection in transfer pricing disputes is executed proportionally without compromising 
corporate operational confidentiality (Oestreicher, 2014). 

Meanwhile, Australia exhibits distinct law enforcement characteristics due to the absence of a specific 
statutory regime that comprehensively integrates trade secret law with cybersecurity law (Mordaunt, 2026). The 
protection of commercial confidentiality in Australia remains reliant on conventional contract law and the breach of 
confidence doctrine (Nashkova, 2024). Although Australian e-courts have implemented digital evidence 
management protocols and electronic proceedings, reliance on the common law leaves significant legal gaps (May 
& Burdon, 2006). Australian criminal law criminalizes foreign state-sponsored economic espionage, but has yet to 
establish comprehensive criminal liability for trade secret misappropriation by individuals, such as independent 
hackers or corporate insiders (Nashkova, 2024). This vulnerability is evident in several national cyber incidents that 
disrupted critical infrastructure and exposed valuable corporate commercial log data due to fragmented technological 
oversight (Gill et al., 2025). 

To provide a more structured overview of the differing regulatory and law enforcement approaches among 
these four jurisdictions, Table 1 presents a comparative matrix of trade secret dispute resolution characteristics. 
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Table 2: Comparative Matrix of Characteristics and Cross-Jurisdictional Trade Secret Dispute Resolution 
Frameworks. 
Jurisdictio
n 

Primary Regulatory 
Framework 

Evidence and 
Cybersecurity 
Characteristics 

Dispute Resolution 
Mechanism 

Enforcement 
Effectiveness 

Indonesia Law No. 30 of 2000 
(Fragmented and lacking 
specific cyber 
safeguards). 

Digital evidence 
management is weak, 
fragmented, and limited 
to conventional 
instruments. 

Tax court litigation 
and arbitration 
(Incurring legal 
uncertainty and high 
costs). 

Low (Hindered by 
institutional gaps 
and the substance 
of legal norms). 

United 
States 

Robust regulation through 
specific statutory 
codification (UTSA and 
DTSA). 

High-level cyber 
integration 
(Accommodating ex 
parte seizures, digital 
evidence, and 
encryption standards). 

Litigation with 
protective order 
safeguards, 
mediation, and well-
developed 
arbitration. 

High (Highly 
effective in 
addressing cyber 
trade secret 
misappropriation 
cases). 

Germany Trade Secret Protection 
Act 
(Geschäftsgeheimnisgeset
z/GeschGehG) and 
European Union 
Directive. 

Moderate technical 
safeguards strictly 
aligned with GDPR 
privacy rules. 

Emphasizing a 
consensus-based 
approach, out-of-
court mediation, and 
limited litigation. 

Moderate to robust 
(Supported by 
structured law 
enforcement 
investigative 
capabilities). 

Australia Relying on general 
contract law and the 
breach of confidence 
doctrine. 

Electronic court 
protocols are 
operational, but 
integrated cyber 
safeguards remain 
limited. 

Common law-based 
litigation and 
emerging orientation 
toward Online 
Dispute Resolution 
(ODR). 

Moderate 
(Possessing legal 
gaps in 
criminalizing 
individual trade 
secret 
misappropriation). 

Source: Disemadi et al. (2025), Risch (2012), Schröder & Widera (2021), and Nashkova (2024), adapted by the 
author (2026). 

Electronic evidence governance practices that respect intangible assets and implement data isolation 
standards, as applied in the United States and Germany, have yet to be institutionalized within either the procedural 
law of the Tax Court in Indonesia or the audit execution guidelines of the Directorate General of Taxes (DGT). This 
procedural gap potentially positions Indonesia at a high level of cyber vulnerability when confronting cross-border 
digital corporate taxpayers. 
 
 
C. Policy Reformulation for Digital Transaction Oversight Based on Justice and Intellectual Property Rights 

Protection 
Addressing institutional gaps and weak cyber integration within the national tax law system, the 

reformulation of cyber and tax law in Indonesia is imperative to establish legal certainty for business actors 
(Widayanti et al., 2025). This national policy reformulation must rest upon four operational pillars. 

The first pillar is the implementation of cooperative compliance schemes through the integration of a Tax 
Control Framework (TCF) into the core tax administration system (Ortax, n.d.). Based on a comparison with 
Australian and United States jurisdictions, the TCF drives a paradigm shift from invasive, repressive audits to 
preventive compliance grounded in mutual good faith (Pajakku, n.d.-a). Through this mechanism, large-scale digital 
corporate taxpayers are authorized to self-map their compliance risks and demonstrate them by presenting system 
log reports and restricted application programming interface (API) access. This approach leverages the success of 
horizontal monitoring in several OECD pioneering countries to shield taxpayers from investigative audits that 
threaten the confidentiality of internal corporate information (Valderrama, 2021). The second pillar involves 
overhauling tax procedural law by establishing technical regulations on protective orders within tax administrative 
dispute resolutions (Kilpatrick, 2026). Modeled after US Tax Court jurisprudence and alignment with the EU Trade 
Secrets Directive, this regulation must be enacted as a binding Regulation of the Director General of Taxes or a 
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Supreme Court Regulation (Fontanela et al., 2026). The regulation must comprise three core operational components: 
1. Sealing the record for technological evidence so that the taxpayer's algorithmic formulas are excluded 

from public rulings (Internal Revenue Service, 2026); 
2. Utilizing clean room review facilities equipped with air-gapped systems during digital forensic audits to 

prevent unauthorized data duplication (Royka & Zuziak, 2025); and 
3. Recognizing the functional equivalence principle, which permits the submission of secondary 

documents containing the validity conclusions of independent experts as a substitute for primary source 
code if the risk of data exposure is deemed excessive (Royka & Zuziak, 2025). 

To summarize the analytical framework regarding tax regulatory gaps, risks to taxpayers' intellectual 
property rights, and the direction of reform recommendations prior to addressing technical infrastructural aspects, 
Table 3 presents a comprehensive mapping of legal provision gaps. 

 
 

Table 3: Legal Gap Matrix of Digital Tax Oversight and Proposed Reforms for IPR Protection 
Legal Analysis 
Domain 

Regulatory Gap / Empirical Practice 
Weakness 

Proposed Normative Structure Reform and 
National Policy 

Tax Law and 
Collection 
Procedures (KUP 
Law & PR 
68/2025) 

Tax data extraction authority is broad, 
lacking binding regulations on certified 
post-audit destruction protocols for 
taxpayers' sensitive information. 

Widespread implementation of cooperative 
compliance technical guidelines based on the 
TCF framework, alongside establishing 
regulations empowering the Panel of Judges to 
grant protective orders. 

Intellectual 
Property Law (Law 
No. 30 of 2000) 

Statutory provisions have not anticipated 
threats of automated data extraction by 
external cyber actors (automated scraping 
agents) or through machine learning 
analytical processing. 

Revising the law to expand the definition of 
unauthorized disclosure of trade secrets, 
including the act of inputting confidential data 
files into public generative AI platforms 
without authorization. 

Integrated Cyber 
Privacy Law (EIT 
Law & PDP Law) 

Implementing regulations have yet to 
govern encryption layer security standards 
specifically within cross-jurisdictional 
SPP-TDLN collection network operations 
by third parties. 

Mandating high-level cybersecurity standards 
(military-grade encryption) in overseeing 
partnership sandboxing processes, and 
prohibiting unauthorized secondary analytical 
data processing. 

Source: Compiled by the author (2026) based on the provisions of Law No. 30 of 2000, and data from Royka & 
Zuziak (2025), TaxPrime (2023), Fontanela et al. (2026), Elyani et al. (2025), and PT PSI (2025). 

The third pillar is the tightening of system sandboxing requirements for third parties managing cyber tax 
infrastructure. Pursuant to Article 5 of Presidential Regulation No. 68 of 2025, delegating SPP-TDLN collection 
authority to private aggregators or assigned business entities such as PT Jalin Pembayaran Nusantara necessitates 
rigid international cybersecurity standardization, such as ISO/IEC 27001 and ISO/IEC 20000-1 certifications (PT 
PSI, 2025). Given that foreign digital transaction data flows are heavily populated with consumer preference data 
and e-commerce platform algorithmic tracks that qualify as trade secrets, the sandboxing process must include the 
validity of penetration testing (Muh Sidratul et al., 2019). The state must enforce strict data sovereignty rules by 
strictly prohibiting all collecting partners from data segregation or unauthorized data profiling for training third-party 
external artificial intelligence (Pajakku, n.d.-b). 

The fourth pillar is directed at strengthening the authority of the Public Prosecution Service of the Republic 
of Indonesia in protecting the public interest and enforcing the law by optimizing the dominus litis principle within 
digital trade secret disputes (Rismanto et al., 2021). Within the current tax-related civil legal system, public 
prosecutors have limited scope to initiate legal interventions in cybercrime cases targeting corporate trade secrets, 
particularly those with a broad impact on national economic stability (Allo et al., 2025). Adopting reform models 
from Germany and Finland, the revision of the Trade Secret Law needs to be synchronized with the new Criminal 
Procedure Code to expand the definition of the offense of unauthorized information disclosure, including the act of 
uploading confidential tax dispute documents into public generative artificial intelligence models without 
authorization (Ackermann-Blome & Rindell, 2018). Public prosecutors must be granted robust coordination 
authority based on the dominus litis principle to control cyber tax investigation processes, align the actions of law 
enforcement agencies, and ensure that the DGT's Coretax database and AICEco modules operate using centralized 
on-premise servers to guarantee national data confidentiality parameters (Nelson & Aini, 2025). 
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CONCLUSION  
Based on the analysis conducted, it can be concluded that the implementation of digital tax oversight in 

Indonesia through the Coretax and AICEco systems requires clear legal boundaries to prevent the leakage of 
taxpayers' trade secrets. Comparative findings indicate that the legal framework in Indonesia lacks comprehensive 
integration regarding digital evidence management compared to the jurisdictions of the United States, which 
implements protective orders, and Germany, which binds fiscal oversight to data privacy protection rules. The 
absence of standard procedures concerning source code access restrictions and post-audit data destruction procedures 
potentially diminishes legal certainty for business entities within the information technology sector. To ensure a 
balance between state revenue interests and the protection of intellectual property rights, it is recommended that the 
government systematically reformulate national tax policy. This reform is directed toward the institutionalization of 
cooperative compliance schemes through a Tax Control Framework, the adoption of protective orders in the form of 
sealing evidence and utilizing clean room review facilities within tax court procedural law, alongside the application 
of high-level encryption standards to third-party partnership system sandboxing. Additionally, strengthening 
coordination by the Public Prosecution Service of the Republic of Indonesia based on the dominus litis principle is 
necessary to control cyber tax investigation processes, ensuring the enforcement of equitable legal certainty. 
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